Bsafe

BaateEnterprise Security

Bsafe/Cross Platform Audit for Windows and
Active Directory

Event Logs
The Bsafe/Enterprise Security Manager allows you to view

Windows event logs such as the application, security and system
event logs. For each of these applications you can define Windows
event log properties and audit policy.

Cross Platform Audit
e The Bsafe/Enterprise Manager supports the following platforms:
System i / iSeries
System z / Mainframes
MS Windows / Active Directory
MS SQL
System p / AIX
Supports data import from different platforms
Has dynamic filters
Supports global users and IDM (identity management)
Cross Platform Audit logs and reports:
Consolidated Cross-Platform Audit
CPA Analyzer
CPA Reports
e The Cross Platform Audit Reports can be output in many
different formats such as: text, csv, quick report, adobe pdf and
excel.
e The Cross Platform Audit reports can be submitted, scheduled
and sent by email.

Cross Platform Analyzer
The Bsafe/Enterprise Security Manager can analyze all the above-

mentioned platforms and output reports in many formats such as
tables, statistical graphs, distribution and summary reports. Can
handle more than 100 millions entries.



MS SOQL Servers

e SQL statements

e System Audit

e Data Audit field value before and after changes

e Setting of audit policy for all 3 above-mentioned applications

Windows Server Policy Management
e Active Directory
e SQL Server: System, SQL Statements, Database, Users

Windows Servers SOX Compliance

Active Directory Account Policy (i.e. user accounts, containers)
Active Directory Group Account

Active Directory Group Membership

File Permissions

File Security Audit Definitions

Folder Sharing Permissions

Password Settings

System Tray Applications
The system tray includes the following applications:

MS SQL Server Audit

Scheduled Audit Data Imports
Importing of Bsafe Definitions
Clearing of Cross-Platform Database
Source Computers

Cross-Platform Control Panel

Creation of Tables in Target Database
Setting up of connection Parameters
Update of License Key

New Bsafe/Enterprise Security Manager Windows
Module
Multiple Windows server domains and IP addresses displayed in
the Bsafe/Enterprise Security tree.
Each includes the following local event logs:

Cross Platform Audit

Cross Platform Analyzer

MS SQL Servers

SOX Compliance



