


AlX

The CPA provides direct control of AlX audit policy with event
logging including system and Unix DB2 events.

The main system audit events are categorized as follows:

1. System events (devices, time changes...)

2. HKernel procedure (execution, loads...)

3. Audit (audit policy changes)

4. File system (opens, reads, ownership...)

5. SVIPC system (msg reading, writing...)

6. TCP/IP user level {connect, data in/out...)

7. TCP/IP kernel level (bind, listen, receive...)

8. Unix commands (cron jobs, group changes...)

Plus 12 other event categories including shell, ob-
jects and secureway directory server.

Audit Events- Filtered Display:
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The DB2 audit events are categorized as
follows:

DB2 audit control (start, stop, config...)
Checking (function, object, transfer...)
Object maintenance (rename, alter...)
Security maintenance (grant, revoke...)
System admin (drop DB, start DB2...)
Validation (authentication, group mbr...)
SQL statements (connect, drop, execute...}
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Linux

Linux events on all the main hardware platforms are handled
in the CPA including: X86, X86 64-hit, I1AX 64-bit, PPC, PPC
64-bit and system 3920 / 390X).

Linux events are categorized as follows:

= Audit system commands (list, login, user...)

= lser space trusted application messages (user command,
user login, add group...)

= Messages internal to the audit daemon (config, start,
abort...)

= Audit event messages (config change...)

= Kernel SE Linux use (AVC path, MAC sts)

= AppArmor (allowed, denied, error...)

= Kernal crypto events (first / last message)

s Kernal anomaly (append, promiscuous)

= |lser space anomaly and response (crypto fail, login failure,
alert, kill proc...)

= User space LSPP (device allocation, role assign/ remove,
user role change...)

= |ser space crypto (first / last messages)

The currently-defined audit policy for each machine can be
viewed and changed through the CPA.

Oracle Server

Agentless monitoring of Oracle database events including in-
guiries, administrative operations on the database and actual
data changes at the field level:

= SQL Statements

= Oracle System

® QOracle Admin

® Oracle Profiles/Users

= QOracle Procedures

= Data Audit (Before/After Changes)

Sun Solaris

Monitoring and logging of all system audit events for the So-
laris operating system.



CPA Security Operations Center
(SOC)

The Cross Platform Audit Security Operations Center (CPA
S0C) makes the events consoclidated in the CPA available
through easy-to-configure dashboards. Events from across
the enterprise can be combined, sorted and filtered into hun-
dreds of different combinations of platform, application, IP
address, user, global users, transaction status and date. The
graphs are built dynamically by the user, selecting the sort pa-
rameter at each level.

Every component of the on-screen graphs can be expanded at
the click of a mouse, to show the actual audit events behind
the statistics and each event can be drilled down upon to
show its detail including the name and value of each event
parameter,

The graphs include statistical views and time-line views of the
audit events. The graphs and summary tables can be dis-
played on the screen, printed, sent by email or saved as files
in various formats including PDF and M3 Office-compatible
HTML that can be opened with Excel and Word.
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Report Scheduling and
Exporting

The CPA's full power of multi-platform auditing is realized
through its reports. They include the CPA correlation reports
that automatically match events from different audit sources,
the CPA special MF reports such as the unauthorized access
to sensitive files report, and the CPA contents reports - for
the display of database changes on different platforms.

Over 200 ready-defined reports complement the ability to
create custom reports to meet most any requirement,

Create and run reports instantly on-screen, print them, email
them or save them in different file formats such as PDF, Mi-
crosoft Word, Excel, text and more. Report runs can then be
scheduled to run periodically by day, week or month.
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Enforcive/Cross-Platform Consolidated Audit

The Enforcive/Cross-Platform Audit (CPA) offers both the ad-
ministrator and auditor a comprehensive solution for enter-
prise auditing. It provides the convenience of auditing, inves-
tigating or just browsing your enterprise activity in a consoli-
dated and easy to understand format, in a single application.
It empowers administrators to analyze behavior on their sys-
tems to pinpoint activity that might otherwise have passed un-
noticed and to investigate incidents quickly and thoroughly.

It gives auditors the freedom to look into the activity of all the
organization’'s systems and to produce their own reports with-
out IT department assistance.

The CPA saves time in preparing management reports and
saves expensive server disk space, by offloading enterprise
audit data onto a consolidated database.

This functionality contributes greatly towards fulfilling legal
and industry regulatory compliance requirements for auditing
such as view-data monitoring, as required by the Health In-
surance Portability and Accountability Act (HIPAA), or main-
taining an audit trail for several years, as required by
Sarbanes-Oxley (S0X).



Cross Platform Audit Report (Examples)
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SMF DB2 Events Full Audit | [ s m o o
(exported to text file)

Full description of events showing
user, connection, network, and
result of action
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Correlation Report: Violations in both MF RACF and DB2 app (Exported to Excel)
The correlation report automatically matches events from different selected audit sources.




About Our Services

Our Professional Services team combines years of security experience and expertise to add value to your IT team. Whether you are

preparing for a single-site audit or a multifaceted enterprise implementation, our Professional Services enables you to:

= Avoid Regulatory Pitfalls by Applying Proven Best Practices
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Accelerate Compliance Implementation
Step Up Security

Mitigate Security Risks

Enhance your IT Team's Value and Expertise
Reduce Cost of Ownership

For more information:

UsSA Tel: 877-237-8024 (toll free)
salesusa@enforcive.com

Canada Tel: 905-943-4042

Europe & R.O.W. Tel: (+972) 9-9610400
info-eu@enforcive.com
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