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Enforcive releases Enforcive/Enterprise Security version 8 including allnew Compliance Assessment and IFS Auditing
(Hackensack, New Jersey and Herzliyah, Israel- November 18, 2013) Enforcive, a
leading provider of security software for IBM i announced the release of
Enforcive/Enterprise Security version 8. The new release covers graphical Compliance
Assessments, IFS file change monitoring and tools to accelerate implementation and
roll out over multiple partitions
New Features:
Graphical Compliance Assessment:
Many organizations are using Enforcive Policy Compliance Manager to check if their
existing configurations are in line with their company policies and external
regulations. The Policy Compliance manager gives an organization very granular
tools to capture organizational policies for a large variety of event categories incl.
user profiles, objects, system values, IFS, authorization lists, object integrity, etc.
Basically any parameters i/OS offers for such categories can be used to define
organizational policies in templates and to check the compliance of the
organization's i/OS settings.
With the new Compliance Assessment, Enforcive adds a graphical layer to the Policy
Compliance Manager. It enables an organization to display the compliance with its
policies graphically. In addition the organization will be able to give weights to
deviations and compliance. This gives management a visual interpretation as to the
level of compliance adherence.
IFS Data Auditing:
Enforcive now enables organizations to track changes at data level to IFS files
(including before and after changes or check their settings and report on them in the
Report Generator. The IFS contains often a wealth of information; it is therefore
important that it is properly monitored. The capability to track the IFS at data level
comes in addition to the tools that secure and track transactions related to the IFS
and check IFS settings integrity.
Additional Enhancements:
Data Providers - Syslog based Export:
With the release of version 8 Enforcive is able to export all of its transaction logs in
syslog format. Organization that would like to include their IBM i events in to their
Security Information & Event Management (SIEM) and Log Management tools will be
able to receive a large variety of events from Enforcive incl. exit point events, SQL
statements, QAUDJRN events, File Journal events, read record events, etc. Enforcive
provides granular tools to define which events should be monitored on IBM i and also
in what time frame (real-time or on a schedule) these events should be exported. This
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capability gives an organization full control of which events should be delivered at
what time to their SIEM and Log Management Solutions thus facilitating cross
platform monitoring and optimizing performance for the systems involved.
Field Encryption & Masking:
In October, Enforcive released its product for Field Encryption. Through an intuitive
GUI, organizations can use various encryption algorithms to encrypt fields. Rolebased key management is provided with the option to store keys either on IBM i or a
remote Windows server. The product also offers field masking and data scrambling
functionalities. Enforcive/Field Encryption has been developed to avoid affecting the
applications within the organization where it is deployed. Organizations therefore,
do not have to change their applications when encrypting or decrypting data when
using Enforcive Encryption. The product is fully integrated with version 8 of
Enforcive/Enterprise Security.
Back-Up Encryption:
In addition to field encryption, masking and scrambling Enforcive also offers back-up
encryption. The product provides encryption and saving of whole libraries as well as
individual objects.. Organizations backing their data up to tape, now have an easy
way to make sure the data can not be read by anyone who is not authorized in the
event their tapes end up in wrong hands. The back-up encryption is designed to
easily fit in to wider organization processes for backing up data.
Easy Multi-System Roll-Out:
The new release of Enforcive introduces many new functionalities which will further
enhance the ease of use and implementation of the product. One of these
enhancements is the possibility to propagate user management, system and report
settings across one or more IBM i systems or partitions.
New Alert Types:
In this new version users of Enforcive will be able to generate alerts on SQL
statements, especially those statements which have been activated interactively or
are embedded in programs. In addition alerts have been added to notify users of
changes in Enforcive internal operations.
About Enforcive:
Enforcive provides comprehensive security solutions to help businesses reduce
workloads satisfy auditors and improve responsiveness to security threats. For over
two decades, Enforcive has been providing solutions within mission critical
environments using platforms including IBM i, System z, AIX, Linux, and Windows.
Our expertise and commitment to innovation enables us to offer the best of breed
solutions to our customers.
Enforcive Enterprise Security™ for IBM i:
Enterprise Security for IBM i is a comprehensive security and compliance
management solution for IBM's Power i (AS400). With intuitive GUI-controlled
security, encryption, reporting and compliance modules, this software suite enables
system administrators and auditors to easily manage security and compliance tasks
efficiently and effectively. Enforcive Enterprise Security has been synonymous with

ease of use, providing security and compliance solutions within mission critical
environments.
Enforcive Cross-Platform Audit™ (CPA):
The Cross-Platform Audit (CPA) is an Enterprise Log Management and Database
Activity Monitoring (DAM) tool, for organizations running disparate servers and
database platforms. The CPA consolidates and correlates platform-specific audit
events in a single log and makes them available to system administrators and
auditors in an easy-to-use interface. Server Platforms and Databases covered include
OS400, z/OS, Windows, AIX, Solaris Linux, MS SQLServer, Oracle, DB2, MySQL and
Progress.
For additional information about Enforcive, please visit www.enforcive.com
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